Configure a Wireless Connection for Secure Access ... SSID: SLCConnect

Windows XP
Display the Network Connections Window

Click the Start button, right-click on My Network Places and choose Properties from the pop-
up menu.
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In the Network Connections window, right-click on the Wireless Network Connection icon
and choose Properties from the pop-up menu.
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Configure the Wireless Network Connection

When the Wireless Network Connection

Properties dialog box opens, click the Wireless
Networks tab and then click the Add button to

create a new profile.

The Wireless network properties dialog opens.

Click the Association tab.

\ tdove dowen

- Wireless Network Connection 2 Properties

?IX

General | wWirglezs Metworks |,{\dvanced

|z Windomws to configure my wirgless network, settings

Available netwarks:

To connect to, disconnect from, or find out more information
about wireless networks in range, click. the button below.

Yiew Wireless Metwarks

FPreferred netwarks:

Automatically connect o available netwaorks in the order listed
below:

Mowe up

\

Lears about zetting up wirsless network,
configuration.

Add... Remove Properties

l oK ” Cancel l

In the Network name (SSID): field enter — |

SLCConnect.
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Agzociation |.~’-‘n.uthenticati0n Connection

Metwork name [S510]: |SLEConnect

Connect even if thiz network iz not broadcasting

Wirelezs network, key

Thig network, requires a key for the following:

Metwork, Authentication; |WF'.-’-‘«2 - |

Data encryption: |.&ES

[ 2]

The key iz provided for me automatically

[] This iz a computer-to-computer [ad hoc) network; wireless
access points are hot used

[ oK ] [ Cancel
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Now click the Authentication tab and ...

Wireless network properties

Azsociation | Authentication |Eu:unneu:tiu:un

1 >
2 > EAP type: | Protected EAP [PEAP) v
3 » [ |itwthenticate az computer when computer information iz avalable

[]Authenticate az quest when uzer or computer information iz
unavailable

[ ak. l [ Cancel

Make sure that the Enable IEEE 802.1x authentication for this network option is selected.
For EAP type: select: Protected EAP(PEAP)

De-select the Authenticate as computer when computer information is available option.

N

Click the Properties button.
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In the Protected EAP Properties dialog box,
de-select the Validate server certificate
option.

Protected EAP Properties

WWhen connecting:

» [ |validate server certificate

[] aBa.ECOM Root Ca ”~
[] Autoridad Certificadora de la Asociacion Macional del Notaria —
[] autoridad Certificadora del Colegio Marional de Correduria P
[] Baltimore EZ by DST

D Belgacom E-Trust Primary CA

|:| Caw HET Securelet CA Class A

D CaMWHET SecureMet CA Class B bt
< | >

For Select Authentication Method: choose:
Secured Password (EAP-MSCHAP v2).

Select Authentication Method:

|Secured password (EAP-MSCHAP v2) £ | Configure. ..

v

Select Enable Fast Reconnect.

v

)

Click the Configure... button to configure the
authentication method.

—

In the EAP MSCHAPv2 Properties dialog box, de-select the Automatically use my Windows
logon name and password (and domain if any) option and click OK.

EAP MSCHAPv2 Properties

"When connecting:

Di-'—‘-.utu:umatin:all_l,l uze my Windowsz logon name andé

ipassword [and domain if any).

[ 1]8 l[ Cancel ]

Close the Protected EAP Properties dialog box — click OK.
Close the Wireless network properties dialog box - click OK.
Close the Wireless Network Connection Properties dialog box - click OK.

Close the Network Connections window.
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Authenticate to the SLCConnect Wireless Network

In the bottom right corner of your screen a balloon tip will be displayed.

191 wireless Network Connection 2 X

Click. here to select a certificate or other credentials For
conneckion ko the network SLCConneck

Click the balloon to display the Enter Credentials window.

Enter Credentials

User name: | |

Passward; | |

Logon damain: | |

[ 0K l [ Cancel

In the User name field enter your SLC Windows network login name.
In the Password field enter your SLC Windows network login password.

Click OK to connect to the SLCConnect wireless network.
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